Characterizing Iran’s Phased National Internet Shutdown in 2025:
A Progressive and Distributed Action

Shibo Cui Mingxuan Liu* Baojun Liu
Tsinghua University Zhongguancun Laboratory Tsinghua University
BNRist Beijing, China BNRist
Beijing, China liumx@mail.zgclab.edu.cn Beijing, China
csb24@mails.tsinghua.edu.cn Ibj@tsinghua.edu.cn
Haixin Duan Ruixuan Li Chaoyi Lu
Tsinghua University Tsinghua University Zhongguancun Laboratory

Beijing, China
duanhx@tsinghua.edu.cn

Jin Zhang
Tsinghua University
Beijing, China
zj24@mails.tsinghua.edu.cn

Abstract

In June 2025, the Iranian government executed a nationwide shut-
down. This shutdown did not employ traditional large-scale BGP
route withdrawals; instead, it relied on service-level restrictions.
This shift in shutdown strategy renders existing passive-traffic-
based monitoring and network-level active probing systems ill-
equipped to capture the event’s fine-grained characteristics.

To address this gap, we develop a service-level shutdown moni-
toring framework. Leveraging continuous, large-scale active port
scanning data of Iran’s entire IPv4 space, we treat the collected
8.65 million results as a statistically representative sample of the
nation’s network state. Then, we identify shutdowns by detecting
significant drops in service activity against a dynamic baseline com-
puted via an adaptive sliding window. Based on our monitoring
results, we reveal that this shutdown was not a monolithic event,
but a sophisticated operation with three core properties: phased,
progressive, and distributed. Specifically, the operation unfolded in
four distinct phases: it began with two complementary localized
drills that shifted focus from infrastructure control to information
obstruction, escalated into a near-total nationwide blockade, and
concluded with a tiered, censorship-oriented recovery. This esca-
lation was progressive, with the blockade’s scope expanding to
impact 98 of the top 100 ASes and 49 of the top 50 network services.
Furthermore, we find significant heterogeneity in the shutdown’s
impact and recovery across different ASes, indicating a distributed
enforcement architecture. Beyond these primary characteristics,
our analysis reveals deeper consequences. This nationwide shut-
down action also caused collateral impacts, such as unexpected
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port exposure and traffic surges. Ultimately, we publicly release
this aggregated network service dataset covering this action, calling
for broader discourse on the mechanisms and impact of network
shutdown actions to maintain the resilience and connectivity of
the global Internet.

CCS Concepts

« Networks — Network measurement; Network monitoring;
« Social and professional topics — Network access control;
Censorship.
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1 Introduction

Internet service availability underpins global network interconnec-
tion and serves as a critical cornerstone for securing cross-regional
cyber interactions in politics, economy, culture, and other fields.
The Internet community has made substantial efforts to this end.
However, the frequent occurrence of Internet censorship [2, 20, 54]
or government-ordered shutdowns [1] continues to underscore the
fragility of Internet infrastructure.

In June 2025, Iran’s nationwide network shutdown event at-
tracted widespread international attention. After Israeli strikes on
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Iran on June 1364, 2025, Iran's Ministry of Communications an-
nounced temporary restrictions on the nation's Internet§ 33.
This action intensi ed on June 17 with a signi cantdeclineintra c,
leading to a near-complete service disruption by midday on June
18. Recovery began with partial recovery on June 21, followed by
large-scale restoration on the 25th [43].

Iran has a long-standing history of Internet censorship spanning

over a decade and has implemented large-scale shutdowns on previ-

ous occasionsZd. A notable prior instance occurred on November
16, 2019, when a week-long shutdown was implemented following
widespread protestsjyl]. That event was primarily characterized by
network-level controls, speci cally the large-scale BGP withdrawal
of approximately 33% of the country's IPv4 pre xes, which resulted
in a substantial drop in connectivity.

In contrast, the 2025 shutdown did not exhibit similar large-scale
IPv4 pre x withdrawals [8]. Instead, the strategy shifted towards
the service-level, manifesting as a series of ne-grained restrictions

targeting speci ¢ network services (e.g., DNS, SSH, HTTP, IKEv2).
This evolution from coarse-grained, network-level blocking to ne-
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Main Findings. Through service-level monitoring of 8.65 million
active network services in Iran during June 2025, we reconstructed
the nation's network shutdown event. Our analysis reveals that this
shutdown was not a one-o event, but a sophisticated operation
characterized by three core properties: phased, progressive, and
distributed.

Y Phased Shutdown Actions. The shutdown was a calculated op-
eration unfolding in four phases that revealed a clear strategic
evolution. It began with two complementary localized drills that
shifted focus from infrastructure control to information obstruction.
This escalated into a near-total nationwide blockade, which then
transitioned into a tiered and censorship-oriented recovery.

Y Progressive Rollout and Recovery. The shutdown's logic was con-
sistently progressive, governing both its rollout and recovery: the
blockade systematically escalated from impacting 36 to 98 (of the
top 100) ASes and 12 to 49 (of the top 50) services, while the recovery
was tiered and incomplete, leaving a majority of both restricted.

Y Distributed Enforcement Architecture. We observe signi cant het-
erogeneity in the initiation and recovery times of the shutdown

grained, service-level restrictions signi es a growing sophistication inacross Iran's network operators. The evidence points toward a
shutdown techniques, posing new challenges for shutdown monitoringlistributed enforcement architecture, where blocking policies are

Existing shutdown monitoring methods exhibit limitations in

terms of observation scope, comprehensiveness, and granularity.

First, methods based on the routing network control plane (e.g., BGP
Eye [53, I-Seismograph§5) su er from limited monitoring scope,

as no obhvious routing announcement anomalies occurred during
Iran's action. Second, passive-tra c-based methods on the data
plane (e.g., Internet Background Radiatidt0[19 26, Cloud are
Radar [Lf]) have comprehensiveness biases in their observations
due to reliance on service types covered by their data sources.
Finally, existing network-level active probing methods for network
connectivity monitoring (e.g., Trinocular44)) mainly focus on the
liveness of target /24 network segments via ICMP pirgj, Jimited

to accurately and sensitively characterize service-level anomalies
at a ne granularity. Thus, for this novel shutdown event, a more
ne-grained shutdown monitoring method is required.

A Service-Level Shutdown Monitoring Framework. To capture

the nuances of modern shutdown strategies, we propose a novel
service-level shutdown monitoring framework. Our approach lever-
ages high-frequency, large-scale port scan network service data
from HUNTER, a commercial cyberspace search engine index-
ing nearly 30 billion network assets, which continuously probes
thousands of ports across Iran's entire IPv4 space from globally
distributed vantage points. The core of our methodology is an algo-
rithm that treats the time series of observed active network services
within discrete time intervals (10 minutes) as a direct proxy for the
nation's network state. To detect disruptions, we employ a three-day
sliding window that is adaptive it automatically excludes previ-
ously identi ed shutdown periods to ensure the baseline of normal
activity is not skewed. A shutdown is agged if the Service Blocked
Ratio (SBR) the proportional drop in network activity relative to
the baseline exceeds a statistically calibrated critical threshold.
This framework enables us to identify and quantify service-level
disruptions with high precision and temporal granularity.

The search engine is available at https://hunter.gianxin.com/

applied at multiple, distributed points within the national network,
resulting in the observed asynchronicity.

Furthermore, we reveal two deeper consequences. First, analysis
of data from OONI 54 shows the shutdown operated in tandem
with Iran's existing censorship mechanism, creating a multi-layered
defense-in-depth control system in which anomaly rates on sur-
viving tra c soared past 75%. Second, the event caused unexpected
collateral impacts: during the shutdown, our analysis identi ed sig-
ni cant DNS tra c surges, including a 115% peak increase in DNS
queries, while the hasty recovery led to anomalous port exposure,
evidenced by a 22% surge in exposed SSH servers.

Contribution. From our monitoring results, our analysis reveals
that the June 2025 Iran event demonstrates an evolution in its na-
tional shutdown strategies: a shift from coarse, network-level block-
ing to a sophisticated paradigm of ne-grained, service-level con-
trol, in which blocking can be selectively applied to speci ¢ services.
In light of this evolution, the service-level shutdown monitoring
framework we introduce in this paper is a critical rst step to-
ward comprehensive, service-level aware monitoring of modern
network connectivity. Furthermore, we have publicly released the
unique network service dataset used in this work to support related
researct? Finally, our work calls for more e orts to collectively
maintain the resilience and connectivity of the global Internet.

2 Background and Related Work

In this section, we rst review existing work on Internet shutdown
and censorship. We then outline established techniques for Internet
shutdown monitoring.

2.1 Internet Shutdown & Censorship

Internet shutdown and censorship represent distinct blocking strate-
gies on a spectrum of impact, both employed by governments to
control network connection. Censorship typically involves the se-
lective blocking of speci ¢ news media website87, social media

The dataset is available at https://doi.org/10.5281/zenodo0.17236149.
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platforms [14], or circumvention tools #1], whereas a shutdown shown in Figure 1, we rst introduce our Network Service Data

aims to sever a region's connectivity to the global Intern&5 60. Collector, and then detail the Service-level Shutdown Monitor.
Extensive research has been dedicated to Internet censor&fip [

34,45 50,56 61, 63, facilitated by numerous public measurement 3 1 Network Service Data Collector

platforms like OONI (volunteer-basedj4], ICLab (VPN-based} [,

and Censored Planet (remote measurement-basgdq) Previous

studies have identi ed Iran's primary censorship techniques, includ-

ing DNS poisoning, HTTP blockpage injection, HTTPS connection

disruption, and UDP tra ¢ dropping [6, 11, 5. More recent work

has highlighted that censorship in Iran is not monolithic, observing

inconsistencies across di erent Internet Service Providers (IS&s)
Techniques for implementing nationwide network shutdowns

span multiple levels, from physical-level disruptions like ber cuts

to network-level BGP route withdrawals25, 40. Concerning the

June 2025 event, multiple studies have observed a key anomaly: a

large-scale blockade was achieved while BGP route advertisements

remained globally stable7] 8]. This phenomenon marks a shift

from network-level to service-level control.

We build the Network Service Data Collector to reconstruct Iran's
network connectivity from an external perspective, which serves
as the basis for service-level Internet shutdown monitoring. This
collector is built upon data from HUNTER, a cyberspace search
engine maintained by Qi An Xin, a well-known cybersecurity rm.
This engine periodically conducts large-scale, active measurements
on the entire active IPv4 address space, covering over 6,000 ports
to ensure comprehensive observation of various network services.
The data collection process operates in three key steps:

@ Randomize Measurement Queue. To minimize the impact on
the target network, the engine's scheduler randomizes the mea-
surement queue (a list of @ 8?7+ ?>AC A pairs). It uses a custom cryp-
tographic algorithm called Blackrock, which was designed for the
well-known, open-source network scanner MASSCAN][ This
algorithm encrypts an index to create random permutations of the
2.2 Internet Shutdown Monitoring IPv4 address pool, shu ing measurement tasks for contiguous IP
addresses and ports.

@ Multi-protocol Probes. The scan engine uses a globally dis-
tributed infrastructure with over 400 Vantage Points (VPs) located
in data centers across Tokyo, Singapore, and Frankfurt, among other
places. These VPs conduct multi-protocol probes using more than
200 protocol templates, including HTTP, SSH, DNS, and SNMP, to
accurately identify the services running on each port. For each port,
the scan engine attempts to probe using the default network ser-
vice assigned by IANAZY9, as well as some of the most prevalent
services such as HTTP(S), RDP, etc.

® Data Ingestion and Storage. The Vantage Points collect scan-
ning results in real time. The data, which includes IP, port, and the
detected network service name, is then streamed through a Kafka
cluster and written into the ClickHouse database for later analysis.
Data Overview. In June 2025, we collected data on 8,650,874 (8.65M)
active network services in Iran. This dataset covers 490 Iranian
autonomous systems (ASes) and encompasses 192 distinct services,
such as HTTP(S), SSH, DNS, SNMP, and IKEv2, across 6,130 ports.

Precisely identifying and characterizing Internet shutdowns is a
critical endeavor for the research community, essential for bol-
stering the resilience of the global Interne8§]. Prominent real-
time shutdown monitoring systems (such as Cloud are Radaf[
IODA[30, NetBlocks B€, Kentik [3], and ThousandEye®$H)often
employ a hybrid of following techniques.
Passive-tra c-based monitoring. This includes control plane
methods that analyze BGP updates for routing anomalies (e.g., BGP
Eye B3, I-Seismograph§5 and [2]], [23, [13), and data plane
methods that inspect tra c from sources like NetFlow tra c A9,
BitTorrenttra c[ 15, CDN logs @6, user's HTTP/DNS tra c [16],
Internet Background Radiation [10, 19, 26] and long-running TCP
connections [51] to detect connectivity changes.
Network-level active probing. This involves sending probes to
actively assess the liveness of hosts at the network's edge. For
example, Trinocular44] detects shutdowns by actively probing all
/24 1Pv4 pre xes with ICMP echo requests (i.e., pings) in a short
cycle, assessing the reachability of approximately 5 million blocks
every 11 minutes. Subsequent word] jmproves the accuracy of . .
such active probing methods for sparsely populated address blocks 3.2 Service-Level Shutdown Monitor
by proposing a new Full Block Scanning (FBS) algorithm. Based on our extensive collection of network service data, we design

However, these established techniques share a common limita- a novel Service-level Shutdown Monitor. The process for detecting
tion in their observational scope. They primarily focus on network- network shutdowns involves three key steps:
level liveness or passively observe a narrow subset of service-level @ Aggregate Network Service Data and Formalize Network Activ-
tra c (e.g., Cloud are Radar's reliance on HTTP/DNS). Conse- ity. The rststep is to construct a time series that quantitatively rep-
quently, they are ill-equipped to perform a ne-grained analysis of  resents Iran's network activity. To achieve this, we divide the study
the recent Iran's shutdown, which was de ned by the temporal evo- period of June 2025 into a series of contiguous, non-overlapping
lution of blocking strategies against dozens of mainstream network intervals GG+ " "}, each with a duration oKC 10min. For each
services (e.g., DNS, SSH, HTTP, IMAP, IKEv2). Our work addressesnterval G we aggregate the observed network services to obtain
this critical gap by introducing a methodology for service-level the Observed Network Activity ( =¢), de ned as the total number
shutdown monitoring. of active services detected @ Next, we introduce the two-step

process for constructinge
. o Search Space. We rst de ne the Network Service Search §)ace (

3 Service-level Monitoring Framework which contains all potential targets of our monitoring. It is the set
In this section, we illustrate our methodology for monitoring and  of all tuplesB @ 8?+?>A€oAposed of all publicly routable IPv4
characterizing Iran's nationwide Internet shutdown in 2025. As  addresses in Iran (approximately 4 @stimated from the daily count
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Figure 1: Work ow of Service-level Shutdown Monitoring Framework.

of reachable IPv4 addresses in June from the public routing dataset a consistent sample size for the calculation, the window back lls
RouteViews 5§ project) and the roughly 6,000 ports scanned by the  with older, non-shutdown data if necessary.

cyberspace search engine. Let the total size of this spa&S® The baseline cis then de ned as the mean of the most recent

6 10 At any given timeG the ideal state of this space is described healthy observations:

by a Network State FunctionQe), a -dimensional binary vector
where each component is “1' for an active service and "0' otherwise.
The true number of active services in the network, or the Overall
Network Activity (%), is the sum of all these components:

c mean™=gS8 >k )

where Wé is the set of time indices for thé most recent, non-
shutdown data points prior taC The window length! is set to
contain three days of observations (i.¢., 432 for 10-minute
#c Q qoCe 1) intervals).
91 @ Shutdown Detection via Baseline Comparison. With the dy-
Observed Network Activity as a Reliable Proxy. Since a completenamic baseline c established, the next step is to compare the cur-
census to determine the true network activityt¢) is infeasible rent network activity, =c, against this baseline to formally detect
within short intervals, our method instead estimates it by applying  shutdown events. To quantify the magnitude of such deviations, we
principles from sampling theory17] to a large-scale, randomized introduce the Service Blocked Ratio (SBR). We use the SBR as a
sample. Speci cally, we measure the Observed Network Actis)y ( critical metric, since our study focuses on a deliberate shutdown
de ned as the number of active services detected within a probed event where the primary cause of service unavailability is widely
subset RRb "1e2¢” 7 e o understood to be active blocking or Itering. The metric itself, how-
_ c 5 ever, quanti es the overall drop in observed service activity relative
— gcgpcqg : @ to the baseline, regardless of the speci c underlying cause. The SBR

at time C is calculated as:
The randomization of the measurement queue (S¥pensures this —

sample is statistically representative of the entire population. This SBR 1 = 4
allows us to use the sample proportio?; = c~SESas the Maxi- ¢ ¢
mum Likelihood Estimator (MLE) and a consistent estimator for the A shutdown is then agged at timeCif its SBR exceeds a pre-
true proportion %z # c~ . The estimator for the total population, determined critical threshold\ shutdown. We set this threshold to
#c " ~SP S+ =, is directly proportional to our observable metric  \gpudown  10%. This value was statistically derived by modeling
=¢, as long as the sampling ra®RSemains relatively stable. This a historical healthy baseline of network activity to identify an
assumption is well-founded, as the cyberspace search engine we extreme lower bound that represents a statistically signi cant drop.
use maintains a constant scanning bandwidth, leading to a stable The detailed methodology for this calibration, including the statis-
probe volume over time. Thus, uctuations iacserve as a reliable tical modeling and data validation, is presented in Appendix B.
proxy for changes in the true activitycin essence, allowing our Shutdown Identi cation for Iran's Action. We applied our
measurements of the part to reliably represent the whole. service-level shutdown monitoring framework to the network ser-
© Dynamic Baseline Calculation based on Adaptive Sliding Win-vice dataset for Iran in June 2025. The process began with an ini-
dow. To detect anomalous drops in network activity, we establish a tialization phase using the rst three days of data (June 1-3), which
Dynamic Baseline (o), representing the expected normal state  served as a veri ed nominal baseline. This initial data was used to
for any given time intervalC We compute this baseline using a  both learn the critical shutdown threshold {ytgown 10%) and
3-day sliding window that is speci cally designed to be adaptive. establish the initial state of the 3-day adaptive sliding window. With
To obtain the health baseline, adaptive means the sliding window the framework initialized, we then proceeded to iteratively apply
automatically excludes any data points previously agged as part of our detection method to the remainder of the month (June 4-30).
a shutdown. This prevents past incidents from skewing the baseline Finally, our monitor produced a classi cation for each consecutive
and ensures it always re ects a healthy network state. To maintain  10-minute interval, labeling it as either Shutdown or Normal.

cC=cC
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4 Characterization of Iran Shutdown

In this section, we rst reveal the shutdown's service-level nature
and four-phase timeline from a macro-perspective. Subsequently,
we conduct a micro-perspective analysis at the AS and service levels,
systematically uncovering the Iran shutdown's progressive and
distributed characteristics. Next, we show how existing censorship
systems remained active, operating as a complementary layer to the
main blockade. Finally, we assess the event's aftermath, revealing
signi cant collateral impact, including the exposure of network
ports and anomalous surges in DNS tra c.

4.1 Overview of Iran's Shutdown

[

Service-level Shutdown Con rmation. We analyzed BGP rout-

ing data from RIPE RISAJ] and RouteViews %§ in June 2025,
particularly during the four-phase shutdown. Analysis from the
routing perspective con rms this shutdown was not a network-
level action. Throughout June, the number of announced Iranian
IPv4 pre xes remained highly stable (44k 46k /24-equivalents),
indicating no systematic BGP withdrawals. This strategic shift en-
hances stealth by evading BGP monitoring systems and enables
greater exibility for rapid service restoration.

Finding 1. Multiple data sources con rm that Iran's June
2025 Internet shutdown was a service-level action.

4.2 Phased Action

[

Four Phased Action. Based on our monitoring results, we rst
reveal this shutdown event's phased nature. As shown in Figure 2,
we categorize the shutdown into four phases: two Localized Shut-
down Drills (LSD), followed by a Nationwide Shutdown (NS) and
Nationwide Shutdown Recovery (NSR). Since our service-level mon
itor operates at a 10-minute temporal resolution, we reconstruct
a ne-grained timeline of Iran's shutdown and cross-validate our
ndings against multiple third-party monitoring reports.

Phase LSD-1. Our monitor captured the rst drop in network
activity below the critical threshold at 08:50 on June®*1farking
the beginning of LSD-1. This phase lasted for 2 days, 3 hours, and
40 minutes, during which the maximum drop in network service
activity reached 18.64%. This nding is corroborated by Cloud are
Radar [L§, which reported an anomaly in user HTTP tra c during
nearly the same period (07:15 09:45).

Phase LSD-2. Subsequently, on June 17, several major Iranial
operators (e.g., MClI, Irancell) reportedly experienced connection
disruptions (43. We identi ed another signi cant drop in activity
at 14:00, signaling the start of LSD-2, which continued for 11 hours
and 50 minutes with a maximum activity drop of 12.69%. This
start time perfectly matches that reported by Cloud are Radar for
shutdown events across multiple ASes.

Finding 2. Iran's Internet shutdown in June 2025 was not
a monolithic event but a distinct four-phase action.

WWW ‘26, April 13 17, 2026, Dubai, United Arab Emirates

NS phase. Our identi ed timeline is largely consistent with the start
times for the full-scale shutdown reported by Cloud are (12:50)
and IODA [30](approximately 13:30).

Phase NSR. At 02:00 on June 21, we observed a signi cant re-
covery in network activity, a timing consistent with IODA's report.
However, our service-level data further reveals a novel insight:
following this initial recovery, the overall network service activity
did not stabilize but instead entered a trend of slow, continuous de-
cline. This suggests that the shutdown was still being intensi ed in
certain regions or at the service level. We therefore use this time
point as a demarcation between two phases of di ering shutdown
intensity, de ning the subsequent period as NSR. Finally, network
connectivity was largely restored on June 25.

Finding 3. The two localized shutdowns were a planned
technical drill, evidenced by their selective and comple-
mentary blocking test of di erent network services.

Localized Shutdowns as Drills. Our unique service-level perspec-

tive reveals a critical pattern: the blocking strategies in the rst two
localized shutdowns (LSD-1 and LSD-2) were highly selective and
targeted di erent service categories. We hypothesize that they were
deliberate drills, rather than indiscriminate outages. An analysis of
Iran's top 20 most-used network service ports provides evidence
for this hypothesis. During LSD-1, only 6 of the top 20 ports experi-
enced a Service Blocked Ratio (SBR) over 10%. The restrictions were
heavily concentrated on 5 foundational and circumvention services,
including DNS (port 53, 37%), SNMP (port 161, 35%), NTP (port 123,
26%), IKEv2 (port 500, 34%), and L2TP (port 1701, 34%). The strategy
then evolved in LSD-2, showcasing a clear complementarity. The
blockade expanded to 12 of the top 20 ports, with the focus shifting
decisively to the application layer. This phase impacted 6 services
essential for user applications and databases, such as RDP (port
3389, 25%), FTP (port 21, 18%), MySQL (port 3306, 20%), and core
web services on ports 80 (11%) and 443 (13%). Collectively, the two
drills impacted a total of 15 unique ports within the top 20 with an
SBR of over 10%, systematically testing the state's blocking capa-
bilities against the vast majority of Iran's critical network services
(see Appendix C for a detailed breakdown).

4.3 Progressive Action

Finding 4. The shutdown exhibited a progressive rollout
at the AS-level, with both its escalation and subsequent
restoration unfolding in distinct, gradual phases.

AS Level Strategy. To analyze the shutdown's evolution across
networks, we focused on the top 100 ASes in Iran (covering 93.67%
of observed services). As illustrated in Figure 3, we classi ed the
state of each AS in each phase based on its Service Blocked Ratio
(SBR). An AS was generally labeled A ected for an SBR over 10%;

Phase NS. The nationwide shutdown began on June 18. Our datato capture recovery nuances in the NSR phase, we introduced a

shows that network activity began with a preliminary decline at
06:30 before dropping sharply around 12:50, ultimately entering the

3All times in this paper are denoted in Coordinated Universal Time (UTC).

Partially Recovered category (SBR 10-30%) and raised the A ected
threshold to above 30%. Notably, Arvancloud (AS205585) operates
its CDN service using an Anycast deployment with over 40 global
Points of Presence (PoPs) [5], and was thus una ected.
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Figure 2: Iran's Four-Phase Shutdown Timeline: Two Localized Drills, a Nationwide Shutdown and Subsequent Recovery.

Service Level Strategy. To investigate the granularity of the service-
level blocking strategy, we analyzed Iran's top 50 network services
by volume (e.g., HTTP, DNS, RIP, IKEv2), which collectively rep-
resent 99.77% of all services. Following a methodology similar to
our AS-level analysis, we classi ed each service as A ected, Not
A ected, or Partially Recovered based on its SBR (Service Blocked
Ratio) during each shutdown phase.

The results reveal a clear progressive pattern in both the service-
level shutdown's escalation and its subsequent recovery. As shown
in Figure 4, the number of a ected services grew systematically
from 12 in LSD-1to 36 in LSD-2, peaking at 49 in NS. GPRS Tunnel-
ing Protocol (GTP) essential for mobile core networks remained
largely una ected. This progressive pattern was mirrored in the
non-uniform recovery during the NSR phase, where services di-
verged into three distinct groups: 16 fully recovered, 15 partially
restored, and the largest group, 19, still blocked. This tiered restora-
tion strategy con rms that a ne-grained, progressive control logic
governed the entire event, from initiation to conclusion.

Service Level Evolution. Our service-level analysis reveals a clear
strategic evolution through four distinct phases: an initial targeted
disruption of core infrastructure and tunneling services; a compre-
hensive escalation to the application layer; a total blockade with
strategic exemptions; and a nal, tiered, and censorship-oriented
recovery. To demonstrate this, we categorized the top 50 services
in Iran by function into 12 classes, such as Web Access and Core
Infrastructure Services. As shown in Figure 5, we then quanti ed the
impact on each category across the shutdown phases using Service
Blocked Ratio (SBR).

LSD-1: Targeted Disruption of Infrastructure and Tunneling Services.
This initial phase was highly precise, targeting Core Infrastruc-
ture Services (e.g, DNBB[59, 37%; NTR}7, 48, 26%) and Tun-
neling Services for network connectivity (L2TP, 34%; IKEv2, 34%).
By disabling domain resolution, time synchronization, and com-
munication tunnels, this phase achieved the primary objective of
establishing comprehensive infrastructure control.

LSD-2: Escalation to the Application Layer. Building on these initial
disruptions, the strategy escalated sharply as the number of a ected
services surged from 12 to 36. The blockade expanded from infras-
tructure to the application layer, impacting Web and Content Access
(HTTP, 14%; HTTPS, 11%), Email Services (IMAP, 30%; POP3, 32%),
and File Transfer and Sharing Services (FTP, 26%; SMB, 31%). This

Figure 3: State Transition of the Top 100 ASes (by Network
Service Volume) During Four Shutdown Phases.

Figure 4: State Transition of the Top 50 Network Services (by
Network Service Volume) During Four Shutdown Phases.

The results reveal a clear pattern of progressive escalation. The
number of a ected ASes grew systematically from 36 in LSD-1 to
60 in LSD-2, culminating in the near-total blockade of 98 ASes dur-
ing NS. This progressive nature was mirrored in the non-uniform
recovery during the NSR phase, where only 30 ASes returned to
normal, 9 were partially restored, and a majority of 61 remained
under the full e ects of the blockade.

Finding 5. The shutdown's service-level strategy evolved
through four phases: from infrastructure control, to in-
formation obstruction, to a total blockade, and nally to

a censorship-oriented recovery.
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